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Legal stuff…
Todd M. Higey, Esq. is General Counsel for Employment Screening Services, Inc.  This PowerPoint 
presentation is provided only for educational purposes; it should not be relied upon as legal advice, 
and it should not be used, in whole or in part, as a basis for establishing employment practices or 
policies, nor should it be used for resolving disputes or managing risk.  Every company’s 
circumstances are unique and legal advice should be obtained only from a lawyer with whom the 
company has established an attorney-client relationship.

ESS, accredited by the National Association of Professional Background Screeners, is dedicated to 
protecting companies and their employees through extensive background screenings. ESS 
combines experience, advanced technology and unparalleled customer service to ensure that an 
employer’s screening services are fast, affordable and effective. The company also offers drug 
screening, electronic fingerprinting, third-party exit interviewing, and E-Verify processing.

Copyright 2017 ©Employment Screening Services, Inc.  All material contained within this publication 
is protected by copyright law and may not be reproduced without the express written consent of 
ESS.



The law on background screening

Law on consumer reports

Law on drug & alcohol screening

Law on fair chance hiring

Medical examinations

Skills / abilities testing

Honesty testing

i.

ii.

iii.

iv.

v.

vi.



A consumer report is a controlled substance

Pharmacy

Prescription for the Substance

Authorized Use of Substance

i.

ii.

iii.

“Any person who knowingly and willfully 
obtains information on a consumer from 
a consumer reporting agency under 
false pretenses shall be fined under Title 
18, imprisoned for not more than 2 years, 
or both.”  15 U.S.C. 1681q.



Prescription for the consumer report

Permissible Purpose

Legitimate Business

Consent

i.

ii.

iii.



Prescription for the consumer report: Permissible Purpose

Credit Transaction

Legitimate business need

Employment Purposes

i.

ii.

iii.

• An applicant

• An employee

• An independent contractor

• A volunteer



Prescription for the consumer report: Permissible Purpose

Legitimate business need in connection with. . .

 a business transaction

 initiated by the consumer.

 For example:

 Landlord - Tenant



Prescription for the consumer report: Legitimate Business

CRA must:
 verify the identity of the user
 verify the uses certified

Accomplished by:
 Contract
 Due diligence paperwork
 Continuing affirmations
 Audits



Prescription for the consumer report: Consent

EMPLOYMENT

DISCLOSURE

AUTHORIZATION



Prescription for the consumer report: Consent

EMPLOYMENT

BUSINESS NEED

CREDIT

INVESTIGATIVE 
CONSUMER 

REPORT 
DISCLOSURE

CONSUMER



Prescription for the consumer report: Consent



Prescription for the consumer report: Consent



Prescription for the consumer report: Consent



Prescription for the consumer report: Consent

CA, WA, OR, NV, AZ, AK, HI, MT, ID



Authorized use of the consumer report

Limited Use

EEO Laws

Adverse Action Process

Safe storage & disposal

i.

ii.

iii.

iv.



Authorized use of the consumer report: Limited Use

You can only use it for the certified purpose

You cannot give it to a 3rd party

Unless. . .
 Verify identity of 3rd party

 Verify permissible purpose

 Notify original CRA

i.

ii.



Authorized use of the consumer report: EEO Laws

Must not violate EEO laws
• ADA
• ADEA
• GINA
• Title VII

Disparate Impact
• Race-Based Discrimination
• Sex-based Discrimination



Authorized use of the consumer report: EEO Laws

Nature of the crime
Nature of the job
 Effectively link the two

Time elapsed
Individualized assessment
 Mitigation evidence
 Rehabilitation evidence
 Uneventful employment after conviction
 Subsequent education / training
 Suitable character references

i.
ii.

iii.
iv.



Authorized use of the consumer report: Adverse Action

BUSINESS EMPLOYMENT

PRE-ADVERSE
NOTICE

ADVERSE 
NOTICE

Written pre-adverse notice
 Before decision is made
 Provide copy of report
 Provide copy of rights
 By U.S. Mail or Hand Delivery

 Provide time to respond
 At least 5 business days

Adverse Notice
 Explain CRA had no role in decision
 Explain how to get copy of report



Authorized use of the consumer report: Adverse Action



Authorized use of the consumer report: Adverse Action



Authorized use of the consumer report: Adverse Action

The official Summary of Rights 
form can be found here:

https://www.consumer.ftc.gov/articles/pdf
-0096-fair-credit-reporting-act.pdf 



Authorized use of the consumer report: Safe Storage & Disposal

Must store & dispose in a manner calculated to prevent…
 Unauthorized access
 Unauthorized use

For example…

o Encrypt
o Password protect
o Firewall
o Anti-virus / anti-malware
o Shred / Pulverize
o Hard delete



The Pharmacy – the Consumer Reporting Agency

The CRA assembles & prepares a consumer report.

CONSUMER 
REPORTING 

AGENCY

ABUSE 
REGISTRY

DATA AGGREGATOR 
EDUCATION

PAST 
EMPLOYER

DATA 
AGGREGATOR 
EMPLOYMENT

COLLEGE

COURT
HOUSE

CRIMINAL DATA 
AGGREGATOR

STATE BUREAU of 
INVESTIGATION CREDIT 

BUREAU



The Pharmacy – the Consumer Reporting Agency

…And it furnishes the report to a third party.

FURNISHER
CONSUMER 
REPORTING 

AGENCY
EMPLOYER



The Pharmacy – the Consumer Reporting Agency

WHAT THE
EMPLOYER
CAN USE

REPORTABLE

ACCURATE, UP-TO-
DATE & COMPLETE

UNIVERSE OF DATA

 Identity Accuracy

 Content Accuracy

 Latest item on file

 No adverse > 7 years

 Convictions – no matter how old
 Except: CA, KS, MD, MA, MT, NH, NM, NY, WA

(and TX & CO)
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